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Agenda

• Network security recap

• Network security updates

• Rebuilding the core of Uniface



Network Security
Data Privacy & Encryption



The challenge

• Plain TCP is insecure

• Many threats exist

• Data privacy is essential



Global Data Breaches

• 10M’s to 1000M’s row per year

• Average cost $4M

• US identity theft $16Bn in 2014



An insecure deployment



An insecure deployment



The solution?

• Transport Layer Security

• Cryptographic protocols 
secure communications

• Successor to Secure 
Sockets Layer (SSL)
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OpenSSL

• Cryptography ‘Swiss Army Knife’ 

• Backed by major organisations 
and government institutions

• Well maintained & supported

• Platform coverage



Familiar configuration

• Regular driver approach
• TLS:

• USYS$TLS_PARAMS

• Connection profiles in
• [NET_SETTINGS]



Insecure deployment



Secure deployment

OpenSSL



TLS Coverage

• TLS Network Driver
• Client Server & WRD

• PostMessage

• Debugger

• Roadmap
• Urouter monitor over TLS

• Upopmail over TLS

• LDAP over TLS

• Ongoing



Considerations

• Development
• More or less no change

• Transaction size

• Client vs server processing

• Operations
• Understand security and encryption

• Understand encryption policies are required

• Use the PathScrambler (in encryption mode!)

• Security is a shared responsibility



Uniface Core
Security & Performance



Currency & Refactoring 

• Platform support
• Windows, Linux/Unix, iSeries

• C compilers & Operating Systems

• Dependencies
• ICU updated

• SOAP stack updated

• Utilized new coding practices

• Fixed breaking changes

• Future proofed as much as possible

• 5½ man years invested



Currency – VC++ 2015

• No double casting

• 64 bit enhancements

• Floating point precision



Security – VC++ 2015

• Ongoing fixes are important

• Various exploits fixed to date 

• Supported releases only



Performance

• Currency

• Refactoring

• Improved up to ~20%
Note: Every application is different!





Test results
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