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« Adifferent perspective

Agenda » Mitigating the risk

« The proposed solution




TLS layer over TCP/IP, using OpenSSL

Consequences
Common Threats

AMan in the Middle / Snooping
APassword Cracking

Session Hijacking

These attacks include techniques like:
A Session Fixation

A Session Sidejacking

A Physical Access

A Average cost of a data breach ~$4M
A Identity theft in US cost ~$16Bn in 2014 alone
Server A GDPR fines
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Buffer overflows

but ever present
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‘...everyone needs to worry”

A Accidental hacker
A Cyber criminals

Global data b Password Cracking

A Brute force the login page
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Don’t be put off A \i(

Call the experts too

A Brute force the database
with common passwords

A Rainbow tables
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A Not just a privacy issue
A Increasingly connected, integrated & exposed
A Desktop, Web, Mobile, ...as a Service

A Increasingly a developer role
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Question 1

« What do you feel is the most
Important business asset of an
enterprise solution?

* The algorithms / business rules / intellectual
property

 The business data

« The physical infrastructure

* The users



Data Is King

- Data Is the precious resource

* Privacy laws and associated
consequences

» Tangible asset on balance sheet?




Question 2

* In a typical solution, what is a key
undesirable risk to the data.
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Load & View Search Bookmarks

Sortby: |Segquence number

Select log file to analys

Profile Name:

Save to DB for analys

Saved logs:
ﬂ gm1 [21-feb-2019 17:51:H
i 10v_2018112317090743 ||
i 103__2018111423253260
ﬂ 9705_2018111423181309
ﬂ 5704 _2018111423150017
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0L Command

table schema='public'

SELECT table name FROM information_schema.tables WHERE

DBMS Output

table_name

proftrace
bookmark
log
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Challenge / Risk

« Client runtime path to DBMS
« CRUD without control

« Connection detalls in plain sight



Question 3

* Which of the following can
mitigate the risk outlined?

Uniface Data Server
Uniface Application Server
Keyboard translation tables
Disable SQL workbench

Web deployment



Consumer
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h#/a&u « Remove direct DBMS access

Desktop

Application Programming Interface *3.3*

* Service Oriented Architecture
Services Services Services
ii - Thin Client / Web
Data i
DBMS § Files
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